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Interagency Group/Countermeasures
" Washingtan, D.C. 20505

1 JAN 1983

| MEMORANDUM FOR: Members and Invitees - A i
' L ‘Interagency Group/fountermeasures ' e :
FROM: . ... General Richard 6. StﬂweH, USA (Ret.)' | . R
e - Chairman S o T | }f .
SUBJECT: ?i;?;ffTerms of Reference, NSSD-2/82 Countermeasure R "

0rgan1zationa1 Study

. s L] .
S A N

,:1. Tﬁe.DCI; %h'h{s.capacityras‘Chairman;'NSC/SIG-I; has dirécted me to
conduct a.study of the organizational and structural impediments to. achieving

required capabilities for detecting, analyzing and countering the non-HUMINT
foreign intelligence threat to the United States. This study is to be

to the NSC and the Pres1dent.

2.1 have namedH \bf the Inte]]1gence Commun1ty Staff‘ 25X1

Commun1ty Counterintelligence Staff as Study Director, to be assisted by :
representatives to be designated by recipient addressees. It is expected that
agency representatives will vary depending on the particular study top1c betng :
addressed, but each agency should initiallv identifv a orincinal
representat1ve/foca Eo1nt _ \ 25X1

3. Draft terms of reference and study outline are attached. Your !

representatives should be prepared to discuss these at an initial meeting of :
the overall Study Group which will be scheduled later in January 1983.[:f:::]

Attachment:
a/s

sedeT
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: Mr. Yee, FBI . ‘ - . '
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261, JeIA T L >l
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NSA - BRSSO R SR -, 25X1

- Mr. deGraffenreid, NSC o BT . R e -
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TERMS OF REFERENCE

NSSD-2/82 COUNTERMEASURE ORGANIZATIONAL STUDY

1.

Task Ass1gned by the Cha1rman SI1G-1+°

" The DCI, in his capac1ty as Cha1rman NSC/SIG I, has d1rected the
Cha1rman, Interagency Group/Countermeasures (IG/CM) to undertake a study of
fthe organ1zat1ona1 and structura] 1mped1ments to ach1ev1ng requ1red '
_capab111t1es for detect1ng, ana1y21ng and counter1ng the non-HUMINT fore1gn
1nte]11gence threat to the Un1ted States. Th1s countermeasures organ1zat1ona1
_irev1ew is a compan1on to the counter1nte111gence organ1zat1ona1 study be1ng
.conducted by the Cha1rman Interagency Group/Counter1nte111gence, at s1m11ar

DCI behest.' .

: I;.' Background_“ o - |
~ This organ1zat1ona1 task1ng was or1g]na11y ca11ed for in Nat1ona1 -
Secur1ty Study D1rect1ve No, 2 of 16 February 1982 but was deferred with NSC
consent to g1ve pr10r1ty to the coverage ach1eved via "Capab111t1es Aga1nst
'ithe Hostile Intel]1gence Threat, 1983 1988 “:’“h“ ' ézgl h B |
" The nature and extent of the non- HUMINT host11e 1nte111gence threats to S
_':be countered have been deta11ed in success1ve per1od1c nat1ona1 threat and
countermeasure assessments and in the “Capab111t1es“ study. Po11cy, resource,
1ega1 and gu1de11ne 1mped1ments to ful]y effect1ve countermeasures are also

provided in that "Capabilities" study..’

SECRET |
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. Scogef

Unlike counterinte1]igence,'which involves essential1ylon1y those

_ agenc1es respons1b1e for major segments of the HUMINT threat and is be1ng.

treated organ1zat1ona11y as a whole,: countermeasures 1nc1ude the counters to a

w1de range of d1fferent techn1ca1 threats-and a wide range of differing

j secur1ty measures.._w . o | | l ' |

Techn1ca1 threats of concern 1nc1ude SIGINT co]]ect1on from 1and, sea,.'

3~ésubsurface, .air and Space p1atform5° IMINT (1magery) from sea, air and space

: i~p1atforms ACOUSTINT and non-ACOUSTINT from subsurface, sea and air platforms,
LASINT; eticzich | ‘ : )

Secur1ty measures are equa]ly var1ed As an umbrella; they constitute

- OPSEC (operat1ons secur1ty) and include personne1 secur1ty, 1nformat1on . ' ~

"-Asecur1ty, phys1ca1 secur1ty, techn1ca1 surve111ance countermeasures TEMPEST

":prooftng aga1nst 1ntent1ona1 and un1ntent1ona1 rad1at1ons, 1ndustr1a1

~;secur1ty,_computer secur1ty, and commun1cat1ons secur1ty

| Such threat d1fferent1at1on and the concom1tant countermeasure

.i d1fferent1at1on means that organ1zat1ona1 and structural effect1veness can

'fponTy be assessed by rev1ew1ng each countermeasure s1tuat1on separately.

_".fTherefore, wh11e the issue of a maJor new organ1zat1on centra11z1ng a?t

jd1sparate countermeasure respons1b111t1es shoutd be rev1ewed the realities of

lf; th1s s1tuat1on d1ctate, 1n effect that the concern of this study be with fine

L tun1ng ex1st1ng countermeasure structures and relat1onsh1ps.

2
SECRET -
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. Fine.tuning requires that key counterneasure-organizationaI.issues and
prob1ems be 1dent1f1ed and separately rev1ewed and assessed
A Methodo?og! |
| The Chairman, 1G/CM, has appo1nted a study director who will deve]op a
study out11ne in consultation with the agenc1es involved. Contributions to
-~ the study w111 be obta1ned on the bas1s of that out11ne Guidance for the
study director w1'|1 be prov1ded by the Chairman," IG/CM or h1s des1gnated
'r:representat1ve.' To ass1st in the assessment of spec1f1c countermeasure
organ1zat1ona1 1ssues the study d1rector may ho1d ad hoc work1ng group
meet1ngs-of members from‘1nvolved departments or agenc1es. The 1G/CM w111
review tne draft of-the study. Nhere full agreement cannot be achieved,

m1nor1ty v1ews w111 be footnoted

'3
SECRET :
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V. . Outline for Countermeasure'Organﬁzatfonaf Study

e (Note: A sub-outline applicable to each of the topics herein is appended.)

A. . Introduétion 

=

B, ~ Warning Mechanisms Against Hostife fechﬁica] Collectors
_11. ~ Space Collectors | | o |
" 2. Air Collectors- |
3;.j Séa Co11ectors-
4. Subsurface Collectors

€. Technical Collection Countermeasures -

1. Communications Security Programﬁ;i oL
2. .VComputerISecurity Pfdgrhms |
3.'  Camouf1age and Concea?ment Programs "
. 4;>ﬁ Port Secur1ty Programs . | -
'5;  Civil Dverf11ght Secur1ty Programs
:=6."‘TEMPEST_Programs
7.  ;0PSEé P}ogfams
'l'g f: :'f’:g. 8: E'Techn1ca1 Surve111ance Countermeasures Proﬁrams

D.  General Security Countermeasures

"1.-_-Personne1'Security Programs
-2._::Informat1on Secur1ty Programs
' 3..f Phys1ca1 Security Programs .

_-4.‘ lIndustr1a1 Security Programs

_ E.';_Summary Poss1b111t1es for Improvement of Ex1st1ng Countermeasure

" Agency Structures

.
CSECRET .
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Existing countermeasure Superstructure

1. . Organizational Structure and Relationships

N ~a.  NSC
b. SIG-I -
c. 1G/CM

REA .- d. National Mu1t1d1sc1phnary Counter1nte1hgence .
Assessment Center

2. Possibilities for Improvement

| h . 5
SECRET
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,A;"'Organazat1ona1 Structure and Respns1b111t1es
1. |
."-.2..1‘:

9.

‘_9_=l3' ""Re1at1onsh1ps of Agenc1es
| ‘l.f‘{.lf- N
"-'2,'i:Prdvision/exchange of information

3.

5.“

. C. _.Personne1 Acqu1s1t1on Tra1n1ng and Advancement

Decla33|f|ed in Part Sanltlzed Copy Approved for Release 2012/09/17 CIA RDP87801034R000400030004 8

- e;; Sub- OutT1ne for Each’ "B " ucH and "“p" Topic Of | S

“Who are the players?
.what 1s the m1ss1on?‘

what is the author1ty/po11cy--statutory, Execut1ve Orders

"yHow is countermeasure 1mp1ementat1on handled organ1zat1ona11y? E
‘How and under what program(s) 1s/are resources prov1ded/obta1ned?
| what are the 1nterna1 agency organ1zat1ona1 strengths?

- “And organ1zat1ona1 weaknesses? ' ‘

.what are the prob]em areas?

‘[Imp1ementat1on

:S.EI'StrengthS and weaknesses

=gms e e T ) T T T T S P T

‘.- __SECRET | .

Appendix to Outline -

Countermeasure 0rgan1zat1onal Study :

' gu1de11nes, directives?

How is ana1ys1s hand]ed organizatione11y?:

Qperat1ona1

AnaIys1s R ;

Prob1em areas

6
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D. ' Improvement of Existing Countermeasure Structure

1. . Internal structure, mission and authority o
"~ 2. -Countermeasure implementation '
3. Provision of resources - '
., ' ‘;..:: . -:‘;';L.~ - . ‘: 7
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